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Data quality:

the extent to which
datarepresents what it
purports to represent
and the extent to which
data satisfies a specific
requirement
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Executive summary

As organizations turn their focus to better leveraging their growing volumes
of data, key business and technical stakeholders are working through the
long, arduous process of making the case to formalize various data capabilities
andinvestinginthe related technologies.

A commonreason to invest in a data strategy is an overall need for better
dataunderstanding and easier access to quality and trusted data to support
operational and analytical activities. Given that, why is an enterprise data quality
toolcommonly an after thought or put at the end of awish list?

It's likely because talking about data quality issues or quality management can
be overwhelming or too theoretical. Those seeking to establish a successful
enterprise data quality function need a concrete path to build confidence
and enthusiasm whenmaking the case toinvestinresourcingand anew tool.

Prepare to make the case for
quality

To convince others of a vision of high-quality data and its many benefits,
the visionary themselves need to have a thorough knowledge of what the
data quality function is comprised of and be able to relay the values of a
modern predictive and self-service data quality tool.

This white paper outlines the critical components of a successful data quality
functionand considerations on how to get there.
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Improving data quality
can benefit the
organizationina
myriad of ways, and itis
important to prioritize
those benefits

rather than try to “boil
the ocean.”
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Determine your why

When getting started in a data capability (or improving an existing one), it
is important to articulate your vision of success and why that success is
important to the organization as a whole. Improving data quality can benefit
the organization in a myriad of ways, and it is important to prioritize those
benefitsrather thantry to “boil the ocean.”

Here are examples of ways that data quality can add value to an organization:

»  Addressregulatoryissues around data quality, access, and sharing
. Ensure KPIs are correctand trusted
- Supportfinancial reporting needs and amore efficient close process

. Facilitate new CRM and ERP implementation by addressing data quality
issues fromlegacy systems

»  Optimize machine learning model risk management

. Expedite cloud migrations and new advanced analytics technologies

By identifying the impact that the data capability can make, you can create
aplan to deliver value to the company as quickly as possible while building
asustainable practice.

The following questions can help to elucidate that value:

«  Whatare your companies’ strategicinitiatives?

«  Whyaretheycritical,and what are their expected outcomes?

«  Whatdatadotheyneedtobe successful?

*  Whereisthatdatalocated?

. Isthat data “fit for use” and able to support the outcome? If not, why?
- Whatistheimpact of data quality on those strategic initiatives?

- Canyoudetermine theimpact of poor data quality on other key processes?

Any organization’s goals are going to change over time, and this line of
questioning should be frequently revisited at an enterprise, department and
datadomainlevel to ensure alignment and progressis being made.
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Establish your data quality
function

Data citizens (data creators and consumers) should be accountable for
reporting or correcting data quality issues when identified. A defined data
functioninyour quality function in your organization would mean there is a mechanism to
organization would mean set expectations and support data citizens when quality issues arise.
This function would provide guidance and best practices to solve common
data quality challenges. For example, sharing a simple standard that

A defined data quality

there isamechanism

to set expectations and areference data code set dropdown list (or pick list) could be leveraged
support data citizens when as opposed to a free-form text field pays dividends across the data
quality issues arise. landscape and for years to come.

A data quality functional area’s primary accountability is establishing the
mechanism to define and communicate data standards and practices (like
__________ the above), work to incorporate them into standard processes, such as an
oo SDLC, and oversee they are being followed. This area is also in place to

.......... educate and inform the organization of data quality practices and ensure
""""" toolsareinplace to deliver the best outcome (see Data Quality Steps section).

---------- Following are the building blocks for establishing a data quality function:

.......... . Documented charter,including mission, vision, objectives and scope of
.......... activities

---------- «  Avalue-focused roadmap to establish and scale data quality capabilities

.......... . Definedroles and responsibilities, including atechnology administration
.......... model

""""" . Functionalimpactand progress metric reporting
S - Dataquality function engagement model aligned to support stewardship
: »  Anorganizational change management plan

.......... This service area is typically a small-but-mighty functional team that
---------- sits within an enterprise data governance/management organiza-

.......... tion, with often a dotted line to IT when the corresponding data quality
""""" technology needs administration. The team'’s purpose is to promote data

.......... quality practices and ensure data owners, stewards (business and techni-
o cal) and other data citizens have what is needed to inform data quality inan
---------- efficient and effective means across data’s lifecycle.
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Team members usually include:

-  DataQuality Lead/Manager, who sets the vision and strategy for the data
quality function, executes the strategy and is accountable for measurable
enterprise-levelimpact and progress. An organizational change management
backgroundis required for thisindividual to be successful. Thisrole is focused
on promoting awareness, focusing on adoption and expansion.

«  DataQuality Analyst(s), the experts who understand all aspects of data
quality and typically never want to do anything but profile data, talk about data
dimensions, translate the findings, or find new rules or more efficient ways to
apply therules broadly across the datalandscape.

« Data/DataOps Engineers, the developers whoimplement the datadesign
based ondatarequirements and typically hold an abundant amount of
knowledge about the enterprise’s data, howitis used and where there are
quality and trustissues.

Depending on the size and complexity of your organization, there may be
analysts assigned to support enterprise-level quality initiatives, as well as
those aligned to a specific functional area or data domain. The goal of any
data quality analyst should be to help data stewards become the experts of
their dataand drive positive outcomes.

Whitepaper



S22 Collibra
United by Data”™

Data quality management:
Practice of defining
expectations of data,
monitoring for conformance to
expectations and correcting
non-conformance.

The number of data quality analysts also depends on the maturity of this
functional area and the volume of use cases and data. At least one skilled
dataquality analystis required to get the function going, either through cross-
training or as a new hire. These individuals also monitor results and help to
identify quality issues and ensure remediation occurs.

In the past, a leading measurement of data quality function growth was
expanding the team by bringing in another quality analyst. Collibra’s
automated machine learningrule identificationis helping dataanalysts scale
monitoring of data sources, as well as bring data stewards to the decision-
making table, to review and approve the automated rule recommendation.
Collibra’s new-generation data quality tool has had a positive impact on
productivity through self-service and embedding quality rules more broadly.

Without designated resources and a supporting tool, it is important to
recognize much of the burden to enforce and monitor data quality falls on
DataOps engineers. Due to lack of visibility into the data pipeline and no
means to continuously profile and monitor, their day-to-day activities are
reactive, manual and inefficient. DataOps is becoming mainstream in data
management, and data engineers are critical data citizens. It is imperative
to provide ameans to support data development and automatically validate
productiondata quality across a data pipeline.

Whitepaper
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Data quality steps

oo Asthevisionary trying to make the case to bring more rigor around data quality,
---------- it is critical to know the various data quality-related activities and their order.
S Knowing these aspects can help you help the organization recognize they

""""" are already doing data quality management, but likely notin the most efficient

.......... or effective way.

.......... When developing anew report or testing outa new machine learning model,
---------- many hours gointo knowing the data needed to be successfulandintroducing

.......... quality controls withinthe code, as well as standardizing, storing and creating
""""" access paths to the data to deliver the anticipated results. Getting to the
o right results typically requires collaboration between business and IT, with
""""" individuals of varying skill sets and managing multiple responsibilities.

---------- Forexample, whenanew report or modelis migrated into production, theinitial

L teamremains dedicated to a successful launch. Outputis monitored closely
S and, often, theIT project teamis still available to help find and fix any production
---------- issues. The cracks startto appear when the dataasset (e.g., report or model)

""""" goesinto maintenance mode and is handed off to a production support team.

""""" The seven steps below outline activities needed to ensure datais assessed,
L monitored and measured against expectations for use. A project team (such
S as the example above) typically performs the first four activities very well with
---------- or without an automated data quality technology, resulting in a successful
L implementation. Once in maintenance and without a predictive technology,
o suchas Collibra Data Quality & Observability, many of these steps are highly
---------- manual and require individuals to watch over the data flow. Itislikely that quality

""""" issues are not caught.

Data Data Quality

1 11 111 O »> o E

Data Quality ) Data Quality
Cleansing and Data Quality Datalssue Data Issue Performanceand

Profiling Assessment Standardization Monitoring Management Remediation Impact Reporting

Step1 Step2 Step3 Step4 Step5 Step6 Step7

© 2022 First San Francisco Partners
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Traditionally, we defined
metrics by how many
nulls a column could
have, for example. The
newer generation tools
profile the dataand
generate a baseline for
all technical metrics and
forecast the expected
rules automatically.

Example of detailed profile for
each dataset up and under
management
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First San Francisco Partners’
recommended seven steps to
maintain quality results

This section explores the typical roles engaged and activities in this work
— with and without an enterprise-level data quality tool — to show how a
formalized data quality functionresultsin better-established datagovernance

within your organization.

1. Data Profiling—Acquire and assemble data quality dimension measurements

and classification results of targeted data sets and data sources.

No enterprise data quality tool

Most technologies used by
analysts or developers have
profiling utilities or the ability
to query the database for
results (e.g.,completeness,
unigueness, validity, integrity).
Data quality analysis usually
requires customcode or SQL
tovalidate specificcolumnsina
dataset. Developersanddata
analysts commonly use Excel
for presentingresults, limiting
the ability toscale.

Thereisnouserinterface
toinformthe findings,and
the consumersneedto
have an extensive technical
backgroundtodecipherthe
outcome.

Data Preview

Collibra Data Quality & Observability

Connectingtoasource and scanning the
datatogenerate profilingresultsis easy.
Once set up,generating results for the
same data source later is a button-click.

The ease of operation opens Collibra
Data Quality & Observability uptoa
broader group of people withastakein
dataquality. The profile createdis used
onalater steptoprovideinsightand
automatically identify data quality issues.

All Collibra Data Quality & Observability
generated checks andrules are adaptive
andexplainable, constantly learning from
new dataand making predictions for
typos, formattingissues, outliers

Run Profil RI

Quality Uniques Discoveres d Quality Uniques unl

%
1000 I ¢ oo
10007 I 15575 100o 1575
1000 I 1557° oo« I 1575
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0o I 27 oo
soos NN e oo 75
00 I ' e 0o 17
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2. Data Quality Assessment — Leverage profiling results in determining if
the dataset will meet the intended need and any additional quality

considerations. Thisis where data quality rules are identified, and agreement
ottt is made on how best to apply them — once implemented.

No enterprise dataqualitytool CollibraData Quality & Observability

e e e e Engagingandvaluable Results canbe quickly shared across
e stakeholder conversations variousroles,including those responsible
e e e e arerare without showing for sourcing the data. With a standard

. scorecardswithinaUlor user experience for profiling results,an
ot e profiling metrics. enterprise can promote the collaboration
Organizations frequently of business and technical stewards with
R miss quality issues, and IT,dataanalystsand consumersand

e e e e e decisions about setting up potential owners, whichis amodel for
datagovernance.

ottt rules and monitoring tends
e e e e tobedonebyIT.

e o o o o o stats TopNValues  +Rule (valid values)  +Rule (distribution) Automated Checks Rules

Min: NaN
e o o o o o
Q: Field Check Condition status 1%
. o« o o o
Median: Loading...
e o o o o o Mean: hitps:/iwww.facebook.combbenews [l 196
Q3 The Now York Ti... [l 163
cor s e e . KevinLynch 1
ydzhanova@businessinsider.com y
e o o o o o Max:
(Yelena Dzhanova)
e o o o o o Distribution
e s s s o Unique: 842
Completeness
N cor st Null Empties Mixed
e o o o o o
0.026% 0.026% 0.000%

R Output view of the profiling step, which can be valuable to determine results of the
assessment.

Copy CSV Excel PDF Print  Whitespace OFF

Max: 7718275451 | Max 10 Max 10 Max v Max: Max: 10 Max: 20191006 Max:  87.38053
Mean: 5439656099 | Mean: 0004555116¢ | Mean: 0025356817 | Mean: Mean: Mean: 0020042514 | Mean:  NaN Mean:  54.66214!
Min:  8978459358; | Min: 00 Min: 00 Min: Min: Min: 00 Min: 20191006 Min: 3487845
Unique: 6305 Unique: 3 Unique: 3 Unique: 2 Unique: 75 Unique: 3 Unique: 1 Unique: 5451
Masked: () Masked: Masked: ( Masked: () Masked: () Masked: Masked: () Masked:

a8 ac # ade # alc Abc authenticated_user Abc country # def O eff date 0.e env

47.03781 0 0 svc@eagleinvsys.com chile 20000 2019-10-06 4482688

5668807 0 0 sve@eagleinvsys.com chile 20000 2019-10.06 59.38478

62.38400 null null svc@eagleinvsys.com Canada 0000¢ 201910.06 4837754

48.04987 0 0 sve@eagleinvsys.com Chile 0000¢ 201910.06 7211977

60.80408 null null sve@eagleinvsys.com Canada 0000 20191006 43.21292

59.61531 0 0 sve@eagleinvsys.com United States 20000¢ 20191006 46.67023

4763194 ) 1 sve@eagleinvsys.com China 0000¢ 201910.06 55.42846

5147760 0 0 sve@eagleinvsys.com Luxembourg 0000 201910.06 40.94960

5063647 0 0 sve@eagleinvsys.com Poland 0000 2019-10-06 69.68163

Users can also view a sample dataset with results per column, with the option to
mask the datain the case of sensitive columns.
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3. Data Quality Cleansing and Standardization — Ensure the dataisin the
expected format and data quality rules are applied based on analysis in the
previous steps. Cleansing and standardization to adataset should be done by
coding withina system, ETL or reference/master data management (MDM)
technologiesinstead of using adata quality tool such as Collibra. Recognize

there are hundreds, if not thousands, of ways to make dataset modifications,
butleveraging other enterprise technologies promotes reuse and consistency
across your datalandscape. Where adata quality technology does support
this stepisimplementing data quality rules/checks in the data ecosystem to
ensure the requirements for cleansing and standardization were implemented

asintended and consistently.

No enterprise data quality tool

Thevalue of astandardrulelibrary
is one of the most overlooked
components of anenterprise

data quality tool. Without acentral
locationto share dataquality rules
and apply them consistently, the
rulesareinterpreted frominitial
requirements andare applied
using various technologies.

When quality issues arise, it takes
extensiveresourcestotriage,
andit’s likely the quality issue has
already wreaked havocacross
the enterprise.

Collibra Data Quality & Observability

Collibra Data Quality & Observability
has astandard dataquality rules
library,owned by the business

(if youare running your data
governance programcorrectly),
and accessible to other enterprise
datamanagement technologies
toapply commontreatment to the
data,nomatterwhereyouareinthe
datalandscape (e.g.,operational
toanalytical data stores).

Preview Rules Results Breaks Rule Library Questions Info Example Validation

[(cenenie [

usage |1 RuleName Rule Value Operator | Sensitivity

@ cusiPID N-IAZOIKSNAIATOI BIBNOINS rike

-] DATE MM/DDAYY AN rike

-] PERCENT

-] MONEY

SUFFIX

2] DATE MM/DDYYY

] ROUTING NUM

-] DISCOVER

@ MASTERCARD

@I ke

We(scHo9) rike

0SS0 WL, W)

MG NGRS rike

UGN IDIGOIE ] rike
(02D [80XI0-9H)

AES1-5X0-9)14) ke

AR6C:01[S(09HRNO-9K12) ke

Semantic Examples Actions

« tw7218800
. 123450829
o EK1306886

« 02219
.« 229

. 3%
. 05%
. 3333

. 52306
. a2
. vasa
. s
e

. 012212019
. 222009

« 044000037

- 6011567690123456
+ 60115678901234465

. 5112345678901234
. 5512345678901234

A sample listing of rules in Collibra Data Quality & Observability

Whitepaper
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4.Data Quality Monitoring — Perform quality checks, executing the profiling
and data rules. Monitoring is typically scheduled and implements the
requirements adata owner or steward identifies, including how best to handle

the data when quality issues arise (e.g., bypass records or stop processing
and then notify).

No enterprise data quality tool

Similar to data profiling, several

mechanisms monitor quality
acrossthedatalandscape
andgenerate alerts.Butas
thetechnology varies
betweendatastores,
sodothe naotificationsand
formatting, how they are sent
andtowhom.

This oftenmeansreading
intowhatanalertistryingto
informandinconsistentroles
handle the situation.

=
1=
e

o
|

]|
|
[

Collibra Data Quality & Observability

Thereisaunified scoring systemto report
acrossalldatasources, including personal
alerts, whichabroader group canalso
access.

Also, prior profiling results of monitoring
are automatically baselined, allowing
Collibra’s machine learning toidentify
additionaldatarules.

Horizontal and vertical scalability helps
establishenterprise-wide trustindata
with the ability to scanlarge and diverse
databases, files and streaming data.
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+
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Scorecard of a specific job that runs daily and the number of issues caught by type (outlier, dupe, rule breaks)
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5.Datalssue Management - Perform oversight whenever adata exceptionisidentified;
common activities include:

« Assignadataissue criticality rating to ensure high-priority issues are addressed first.

« Notify the business owner/dataowner whenanissueintheir area of responsibility is logged.
« Assignresponsibility for a data exception to adata steward and custodian.
« Trackandreport status.

« Notify impacted data consumers of the exception and plan of action. (Once resolved,
share this with them, as well.)

No enterprise data quality tool CollibraData Quality & Observability
Thereisno standard way to shareissues Business-friendly scorecardscanbe
andupdates withabroader stakeholder integratedinto the catalog for broad
group, noristhereanautomated, communication of theimpact,and
consistent way to alert those potentially workflows are used for notifications.
impacted, both upstreamand downstream

of the dataexception.

Thismeans missed opportunities to
engage stewards and stakeholders.

6.Datalssue Remediation - Identify and correct what caused the dataissue; for example:
» Conduct aroot-cause analysis to determine the reason for the data exception.

- Determine corrective action, which may include correcting a software defect,
implementing a business process change and providing business-user training,
correcting aninputfile, or potentially adding anew data quality rule as part of monitoring.

- Testandimplement the corrective action.

* Remediate the erroneous data in the impacted databases.

No enterprise data quality tool Collibra Data Quality & Observability

Like the statementinthe Data Profiling Usersreview the business-friendly scorecard
section, manually creating profilingresults  and historical results as the starting point
tosupportroot cause analysis is complex of root-cause analysis. The unified scoring

andis not dynamictoaccommodate system canalso be usedtoview row, column,
remediation. Additionally, becauseit conformity and value checks between the
isaseparate tool, the contentis stored source andtarget datasets.

separately inastatic platform,leaving
thewhole processinefficient.

Dataownersand stewards can be notified
viaaconfigurable DQworkflow toinitiate
remediation when data quality scores drop
below the target threshold. Inaddition, the
end-to-end automated datalineage helps
stewards and data quality teams narrow the
focus of root causeinvestigationsand can
prioritize issues. 12
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7. Data Quality Performance and Impact Reporting — Report various
measures to assess the quality of an organization’s data quality function, such

as the number of identified issues for each data asset, number of assigned
data owners, stewards and custodians, or average or maximum resolution
time from detection to resolution.

No enterprise data qualitytool  Collibra Data Quality & Observability

A customreporting solution Anenterprise dataquality toolis setup
needstobecreatedtocollect tosupportthe work of anenterprise data
and store various datarelated function, whichincludes associating

todataquality management, data stewards and quality analysts to
profiling, issue identification particular datasets, running processes
andresolution. viaworkflows and capturing data quality-

relatedresultsinacentrallocation. This
shared, unified location canbe leveraged
toreport out the overall health/maturity of
data quality for an organization.

Thiswould be costly and likely
somethingdifficult to maintain.

Forexample, itiscommon for the Chief
Data Officer to require areport showing
data quality coverage acrossall technical

systemsorbusiness units.
Sample day-by-day monitoring Eric Group Scorecard
scorecard set up for a business
group
ead_public.loan_customer2
demo.esg_data_october_ead 0) 0) 0) 62
dbo.NEWS_FACT_COVIDNEWS_ead 97 9
9/26/19 927/19 9/28/19 9/29/19 9/30/19 10/1/19 107219 10/3/119 10/4/19 10/519 10/6/19 10/7/19 217721 81621 81
€ >
. i ., o> & © & & o ~ - » > Q" o 4’6
Using Pu/se View, a Ch/ef R S I A G
Data Officer can monitor T EF ¥ & 8

quality across multiple

<8 & & < W° < Q
postgres-gcp @R l
systems lending.auto_loans
el I IR R AN
card.merchant_data Missing Quality
Checks
S3IESI5§ . l . l l . I
application_2021.cvs
dbzu I l l l
stocks.nasdaq
bigquery@
insurance.claims

Big Picture
Abroad system wide
hiccup
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Data Quality Progress
and Impact: Report various
measures to assess the
quality of an organization's
data quality function. For
example - “as the number
of stewards trained and
embedded within the
business increased, the
standard length of data
quality issue resolution
was cut in half”.

Expand data quality across
the enterprise

As organizations invest heavily in advanced analytics, cloud migration,
digital experience, CRM/ERP, etc., effective results depend on trusted and
understood data. An established data quality function will help reduce the
riskand ensure success criteriais met. Itisalso advantageous to leverage the
momentum of building out other capabilities that leverage data quality, such as
master dataand metadata management or data governance. Data stewards
(business and technical) are the glue between all these capabilities, yet each
capability is quite distinct, with different supporting roles and technologies.

Another place to embed data quality steps is during project development.
Organizations typically follow a software development lifecycle as part of a
build-out. What better place to embed the steps of data quality management
thaninadata-heavy project, such asa CRM or ERPimplementation?

Measuring your progress
and impact

Up until this point, we have not discussed Collibra Data Governance Center
(DGC) and Data Catalog,and where Collibra Data Quality & Observability fits
in. ltis critical to understand the rich connection between these two products,
andwhat that connectionenables. These technologies allow transparency into
stewardship activities as well as the ability for stewardship to expand across
the enterprise. The work of metadata and data quality management are donein
these platforms. Data quality standards and rules are captured and governed
in Collibra DGC, which are then executed consistently using Collibra Data
Quallity & Observability. Data profiling results and scorecards can be shared
inthe Data Catalog to create trustin the catalog content. Additional modern
functionality between Collibra Data Quality & Observability and Collibrais to
help identify where sensitive data is being used and then capture this detail
in the catalog for better enforcement. Workflows engage the right people at
the right time to be proactive in handling issues identified in the data quality
process. The simple act of capturing metadata in Collibra willinform quality
results; consumers will better know about the dataand how best touse it.

Collibra Data Quality & Observability self-service functionality also allows
organizations to reportkey metrics which demonstrate whatis going welland
what needs additional oversight or governance. User-friendly dashboards
are easy to create and provide a view into how the implementation of data
capabilities creates tangible results.
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Conclusion

Now that you know the critical components of a successful data quality
function, create the vision for your organization. First, write the story of your
organization’s data quality journey. What is its current state? Where do you
need to get to and why? Seize the data-focused momentum and make your
case for data quality. Operationalize the function with the seven stepstoensure
efficiency and consistency across the organization.

Schedule a demo of Collibra
° Data Quality & Observability

Whitepaper
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Sarah Rasmussen

FSFP Collibra Practice
Lead and Engagement
Partner

About the author

Sarah’s interest in data began when her IT career evolved from developer
to systems analyst and managing and learning from a team of enterprise
data architects and modelers. Soon, she was developing strategy and
implementation for enterprise information management capabilities. Sarah
is athought leader and featured speaker at industry conferences, such as
Enterprise Data World, and is actively involved with many organizations,
including WomeninIT and Girls Who Code.

About First San Francisco
Partners

First San Francisco Partners helps data-driven organizations navigate
change to make information actionable. Founded by Kelle O’Neal in 2007,
FSFP focuses onimplementing sustainable solutions to transform data value
into measurable business value.

Withan average of 20 years each of data-centered experience FSFP senior
consultants know how to shape and put into action highly customized
information management, data governance, metadata management, master
datamanagement, data architecture and data quality solutions that work for
some of the world’s most notable companies.

FSFP hasbeenatrusted CollibraPartner since 2012.I1n 2020, FSFPreceived
Collibra’'s Honorable Mention Partner of the Year commendation.

For more information about FSFP, visit firstsanfranciscopartners.com or call
1-888-499-DATA (3282).
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About Collibra

Since 2008, Collibrahas been uniting organizations by delivering trusted data
forevery use, for every user,and across every source. Our Data Intelligence
Cloud brings flexible governance, continuous quality and built-in privacy to all
typesof data. The Global 2000 relies on Collibrato create the critical alignment
thataccelerates workflows and delivers better results faster. We have adiverse
global footprint, with offices in the U.S., Belgium, Australia, Czech Repubilic,
France, Poland and the U.K. Tolearn more, visit collibra.com, follow @Collibra
on Twitter or follow us on LinkedIn.
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